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Abstract. A vital axiom of Reformed theology is that God is who
God claims to be, and that he acts to “self-authenticate” his iden-
tity to humans through the internal witness of the Holy Spirit. But
how ought theologians to represent and make sense of the multiform
nature of divine self-authentication (DSA)? And can their models ac-
count for the various kinds of evidence God utilizes in acts of DSA,
or explain why doubt and deception about divine identity persists
despite it? Operating at the intersection of theology and computer
science, this study examines how modern authentication technolo-
gies can deepen theological reflection upon the nature, evidence, and
efficacy of DSA. It proposes that computer authentication “trust sys-
tems”: (1) offer a valuable schematic for representing the variegated
structural patterns inherent in DSA; (2) shed critical light on the
forms and functions of evidence used in DSA; and (3) provide strate-
gies and practical measures for offsetting the continuing risk of de-
ception about human and divine identity.
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Introduction

The use of authentication methods to discern who should be trusted is
a long-established human practice which facilitates security, surveillance,
and access control to protected places and information (Smith 2002, 5).
In Christian theology, too, authentication is an axiomatic epistemolog-
ical concept. The idea that God genuinely is who God reveals himself
to be in the Bible, and is not an imposter, is the acknowledged basis
of church life and doctrine (Barth 1957, 204). A related thesis of Re-
formed theology is that God’s identity claims are trustworthy because
divine action is “self-authenticating,” that is, possesses and communi-
cates its own “intrinsic credibility” independently of human judgment and
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human-produced evidence (Wahlberg 2020). For key Reformed thinkers
such as John Calvin, Karl Barth, and Thomas Torrance, the activity of
divine self-authentication (hereafter “DSA”) is a Trinitarian event spear-
headed by the Holy Spirit who testifies to God’s identity and intentions
through a range of divinely authorized witnesses including the Bible, mir-
acles, conscience, and more.

While Reformed theology upholds what Calvin called the “internal wit-
ness of the Holy Spirit” as a cornerstone of theological epistemology, there
are surprisingly few studies of how the Spirit authenticates divine identity
to humans. Past and present accounts of the Spirit’s work of assurance
focus upon its biblical basis, its epistemically anchoring role in the Chris-
tian life, and upon the miraculous nature of the religious experience that
purportedly attends it (Pelikan 1989, 162–74). Yet there is little informa-
tion available about what happens operationally on the “divine-side,” as
it were, when God executes an act of DSA. So how ought theologians to
make sense of and represent this complex, multiform class of divine ac-
tion? This article proposes an answer leveraging the insights of computer
science, a mathematical discipline widely credited with having pioneered
modern authentication theory and practice. It contends that computer au-
thentication “trust systems”—a select network of entities and mechanisms
which dynamically cooperate on command to verify an identity claim—
can usefully function as a rough image, or what Kallenberg terms a “dis-
closure model,” for representing the complex, multiform nature of DSA
(Kallenberg 2015, 34–35).

Beyond that contention, this study proposes two further contributions
computer science makes to the Reformed understanding of DSA. First,
computer science provides a fresh angle from which to think about the
evidence the Bible says God uses to support human belief in his iden-
tity claims. The forms and functions of evidence in computer authenti-
cation are shown to offer a useful platform for reflecting upon the ques-
tion of what counts as evidence of divine identity, and for highlighting
the importance of the temporary and often single-use character of such
evidence. Second, computer science has much to say about why authenti-
cation sometimes fails, and about what can be done to minimize the risk of
doubt and deception about identity. Acknowledging that acts of DSA are
not always and everywhere successful—partly due to the work of malovent
agencies—this study examines whether theology could reduce the contin-
uing risk of deception about divine identity using principles and practices
broadly informed by computer science.

Taken altogether, then, the proposal of this article is simply that by inte-
grating the contributions of computer science on authentication systems,
researchers can avail themselves of an expanded conceptual toolkit for bet-
ter exploring and articulating the nature, evidence, and efficacy of DSA.
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A key driver for bringing these admittedly very different disciplines to-
gether is that authentication is a topic of shared importance. Theology and
computer science partner well on this topic because both are demonstra-
bly invested in how to establish trusted identity and manage the potential
for doubt and deception. For theology, the integrity of the knowledge of
God—theology’s core “knowledge bank”—depends on the assurance that
God’s identity is known and trustworthy. For computer science, there is
an imperative to continually evolve authentication technologies to com-
bat ever-increasing threats to the security of businesses, individuals, and
governments. A core axiom of this study is therefore that, while markedly
different disciplines, their approaches admit of contrast and comparison
precisely because the assurance of correct identity is a task of shared inter-
est and importance.

This article begins with a select overview of the authentication of iden-
tity in theology and computer science. First, theology: I introduce the
appearance of DSA in early Reformed theology before considering what
contemporary epistemological readings of the Bible reveal about its na-
ture, evidence, and efficacy. As regards computer science, I outline the
core concepts of human and computer authentication, including the idea
of a trust system, and provide three commonplace and increasingly com-
plex examples of such systems: username and password, biometrics, and
public key infrastructure (PKI). With that groundwork complete, the re-
mainder of this article unfolds how researchers can harness knowledge of
computer authentication systems to shed light upon the nature, evidence,
and efficacy of DSA.

This study approaches the concept of DSA from a broadly Reformed
perspective. This means it treats DSA under the rubric of divine self-
revelation, an idea regarded as central to the Reformed paradigm of epis-
temology (Torrance 2000). Within that paradigm, DSA comes to view as
an operation of the Holy Spirit, and as such it is an activity whose re-
demptive function and meaning is anchored in the person and work of
Jesus Christ, whose spirit it is. All pneumatologically-driven acts of DSA
thus have Jesus Christ as their material, validating point of reference. Two
broad types of DSA are distinguished. Type 1: a distinct class of revela-
tory divine acts whose primary purpose is to assure humans about divine
identity (Calvin 1960; Moser 2017). Type 2: a property of assurance in-
trinsic to, and communicable by, all revelatory divine acts toward humans
(Barth 1957; Torrance 1971). This article does not contest the validity
and complementarity of these types, although it mainly targets Type 1 for
analysis.

While this article treats the Reformed understanding of DSA, other
theological traditions offer instructive approaches to divine authentica-
tion that for reasons of time and space cannot be explored here.1 Further-
more, the word “assurance” is used throughout to signify the broad range
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of outputs a successful act of DSA may produce within human experi-
ence, whether an intellectual conviction, religious experience, or a simple
felt sense a believer may have that God really is who God claims to be.
However, a taxonomy of assurance types and their undergirding warrants
is not provided. This is because this article is focused upon the divine-
side operational mechanics of DSA; questions concerning the human-side
preconditions, reception, or results of DSA are of secondary concern.

Authentication of Divine Identity: Introducing DSA

Despite their varying epistemological assumptions and paradigms, almost
all Christian traditions insist that God is somehow knowable. At stake in
this claim is no less than the credibility of academic theology and the vital-
ity of church life, since both rely on the assurance that knowledge of God
is in some way available and can be trusted. But how do theologians come
to certify as trustworthy the various sources of the knowledge of God—
Bible, tradition, reason, and experience—not to mention the multitude
of cognitive and noncognitive forms such knowledge may take? How is it
established whether the God revealed and known through those sources is
really who he claims to be?

One instructive line of reflection upon these questions is found in Re-
formed theology. There, the issue of how to authenticate the knowledge
of God as genuine is a long-standing problematic emerging out of what
Diller calls theology’s “epistemological dilemma”:

It is a dilemma created by two competing assertions. The first affirms with
confidence that theological knowledge – not mere theological belief – is a
real human possibility. The second threatens that confidence with a recog-
nition of human fallibility. Christian theology cannot dispense with its ac-
knowledgement that we are humanly unable to self-secure the grounds of
our theological knowledge, yet Christian theology must affirm that God
makes himself humanly known. (Diller 2014, 295)

Although writing about Christian theology in general, Diller’s dilemma
is perhaps most acutely felt in the Reformed tradition, in which both its
lemmas are deemed mainstream (if not universally held) views: (1) God is
known and can be trusted, but (2) humans lack the tools to independently
authenticate or validate the knowledge of God. Framed thus, this dilemma
drives the question of authentication out into the open: if humans are
unable to “self-secure” the knowledge of God for themselves, what grounds
their belief that this knowledge is genuine and reliable?

A characteristic response within the Reformed tradition has been to
claim that God self-authenticates himself to humans. To abstract from the
complexities, this is a set of views which revolve around the idea that the
grounds for human trust in divine identity claims rest only in God be-
cause it is God who personally authenticates himself, and the knowledge of
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himself, in his self-communication through the joint operation of his
Word (as heard in Scripture) and his Holy Spirit (Torrance 2000). While
opinion varies about the types, forms, and applications of DSA—for ex-
ample, is it a unique class of intentional divine acts or simply a dimension
of all divine acts?—there is agreement about the broad purpose of DSA:
God self-confirms his identity simply because it pleases him to provide
humans with solid assurance of his identity and promises (Barth 1957,
12).

Within the history of Reformed theology, the idea of divine self-
authentication (Gk. Autopistia) appears as a distinct concept in the work
of Calvin, in his doctrine of the internal witness of the Holy Spirit.
There, it is advanced to support the idea that the authority of Scrip-
ture derives, not from the consensus of the Catholic church, but from
God alone (Calvin 1960, 1.7.5). While it is often assumed that by “self-
authentication” Calvin meant that the text of the Bible somehow proves
its own divine origin, this is not in fact what Calvin was proposing (van
den Belt 2011). For Calvin, self-authentication is not a property of the
Scriptures but is a special divine act which is specifically aimed at provid-
ing humans with an incontestable form of assurance that the Bible stands
trustworthy as the authentic “voice of God.” Through an act of DSA God
authenticates the text to the believer. Humans come to perceive the gen-
uine voice (or “Word”) of God in the Scriptures through the hearing of
faith which is effected by the testimony of the Holy Spirit. This testimony
is “secret” and “internal” in as much as the Holy Spirit works within the
human reader to authenticate the truth of Scripture in a supernatural mo-
ment of affective and cognitive confirmation (Calvin 1960, 1.7.4).

Thus described, DSA is an entirely spiritual event for Calvin in which
human forms of evidence are given little epistemic load-bearing value.
Solid proofs for the divine origin of Scripture can be summoned but
Calvin considers them inferior to, and no substitute for, the Holy Spirit,
whose witnessing work results in a “conviction that requires no reasons,” “a
feeling that can be born only of heavenly revelation” (Calvin 1960, 1.7.5).
Authentic knowledge of God thus does not have its ground in human-
produced evidence but, in Torrance’s paraphrase of Calvin position, “em-
anates from a testimony inherent in God,” that is, it flows from the Holy
Spirit who, inhering in the truth of God’s being, is God’s own witness to
himself. It is the conjoint action of Spirit and Word by which humans
are brought to participate in this divine “self-knowledge and self-witness”
(Torrance 2000).

Judging from its appearance in early Reformed dogmatics, it might seem
that DSA is a concept which only finds distinct expression within debates
about the authority of Scripture. However, there has been a recent resur-
gence of interest in DSA as a special divine act, with researchers extending
theological understanding of it in several important directions. Experts in
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church history have charted the concept’s treatment within the history of
Reformed dogmatics (van den Belt 2008), while scholars working in the
area of “biblical epistemology” offer an account of DSA sourced directly
from the Old and New Testament text (Healy and Parry 2007). Within
contemporary philosophy of religion, too, argument abounds as to the
role Calvin’s classic account of DSA plays in the formation of warranted
Christian belief (Plantinga 2000, 256).

The remainder of this section draws upon epistemological approaches
to the Bible and outlines some of their observations regarding the nature,
evidence, and efficacy of DSA.

In Moser’s view, DSA in the Bible is a distinct class of divine self-
demonstration (Moser 2017). Indeed, the Bible describes many occasions
where God reportedly makes an identity claim about himself (“self-
identification”) and then acts specifically to confirm that claim (“self-
authentication”). In the Old Testament, for instance, God self-identifies
to Moses at the burning bush, not initially with a name, but by stating his
relationship to the patriarchs, “I am the God of your father; the God of
Abraham…Isaac…and Jacob” (Exodus 3:6 New Revised Standard Version
(hereafter “NRSV”)). This move is designed to assure Moses, for God
identifies himself not as an unknown deity, but as one already personally
known and trusted by Israel. By contrast, in the New Testament instances
of divine self-identification are at a premium: Jesus is said to claim divine
identity on numerous occasions, for example, when he uses the name “I
am” for himself in John 8:58 NRSV.

There are several high-profile instances of divine self-authentication lit-
tered throughout the biblical narratives. At the pinnacle of Baal-worship
in Israel, the Israelites knew who God claimed to be, but this was not suffi-
cient to prevent their slide into idolatry. Elijah consequently calls on God
to demonstrate who he is “so that this people will know that you, O Lord,
are God” (1 Kings 18:37 NRSV). When God acts miraculously to burn
up the sacrifice, this is accepted by the onlookers as evidence and proof of
God’s identity claim, “The Lord indeed is God!”.

Turning to the New Testament, the Gospels describe several acts of DSA
which center upon, or are carried out by, Jesus. At his baptism, for in-
stance, the Holy Spirit descends from above to publicly authenticate Jesus’
divine identity and messianic office, sealing the bond of love and trust be-
tween God the Father and God the Son. But it is the resurrection event
that authenticates Jesus’ own and earlier claim to the disciples that he is the
“Son of Man” who “three days after being killed…will rise again” (Mark
9:31 NRSV). Postresurrection, Jesus attempts to confirm the truth of his
identity by appearing to the incredulous, doubting disciples and telling
them to “touch me and see” (Luke 24:39 NRSV). Not only did he au-
thenticate himself to those he knew “by many convincing proofs” (Acts
1:3 NRSV), he attempted to convince many who did not know him.
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After his ascension, Christ’s work of self-witness continues up to the
present day through the ongoing presence of his Spirit in the world.
Throughout the Pauline corpus, the Holy Spirit is seen to witness to the
truth of the resurrection to an ever-widening audience, using miracles
and other means to cross-validate the Hebraic and Apostolic testimony
to Christ the Messiah.

This small sampling is illustrative of a much wider testimony to acts of
DSA seen within the Bible. From it, we can observe the following about
the nature, evidence, and efficacy of DSA.

As regards the nature of DSA, it is apparent from the above that God
may execute an act of DSA to confirm his existence and identity to those
who do not know him (as per the New Testament miracle narratives) or
use it to reassure or reconfirm some aspect of himself to those who al-
ready know him. Second, DSA takes different forms (i.e., utilizes a dif-
ferent range of spiritual and creaturely objects) depending on the context
and purpose of its execution. Forms may include miracles, conscience,
prophecy fulfilment, visions, dreams, and in the New Testament the spiri-
tual formation of the Christian character (Moser 2017, 16). Third, when
successful, acts of DSA often result in individual and communal transfor-
mation and repentance (Rae 2007, 174). DSA is seen to effect deepening
trust in those who already know God. In those who do not, by contrast, it
may instigate an event of faith—an event in which the human knowing of
God takes place through the activity of the Holy Spirit, who links human
hearing and divine speaking (Barth 1936, 238).

Intriguingly and importantly, however, the Spirit’s work of authentica-
tion is not always efficacious. Doubt and deception about God’s identity
persist among God’s people despite acts of DSA. A significant proportion
of such acts fail owing to one of these two reasons:

i. The (in)sufficiency of evidence. The evidence used by God in his self-
authentication seems to be needed for the act to be truly efficacious but is
often shown to be insufficient of itself to always and everywhere establish
human trust that God is who he claims to be. The Bible reports that such
evidence is sometimes ignored, not recognized as evidence, is met with
disbelief, or is simply not trusted. Consider Jesus’ disciples who persist in
confusion about his divinity despite having been party to several of his
reported miracles—“What sort of man is this?” they ask each other in
amazement after Jesus calms a storm (Matthew 8:27 NRSV). The Gospel
of John also reports that many people allegedly witnessed Jesus’ “signs” but
that many “did not believe in him” (John 12:37 NRSV).

ii. Interference by malevolent human or spiritual agencies. The Bible notes
numerous instances where doubt and deception about God’s identity
persists among God’s people, despite God’s work of self-demonstration
and self-authentication, owing to interference from malevolent beings.
Their aim is to diminish human trust in God’s reality and identity by
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intercepting and altering God’s message or by undermining the human
understanding of its received content. For example, Eve’s confidence that
God’s word is trustworthy is undermined by the serpent, who successfully
encourages her to doubt God’s injunction not to eat from the tree of life
(Genesis 3:1-8 NRSV). Malevolent spiritual agencies even attempt to im-
personate God, such as in the case of Job, who is fooled into believing that
the hardship that befalls him is from God when it is effected by Satan (Job
9:28-35 NRSV).

The Bible points to one root cause behind both these reasons for DSA
failure: human “hardness of heart” or, otherwise put, a lack of “faith”
(Moser 2017, 123). A degree of failure would therefore seem a logical
byproduct of the program of salvation history. God knows and intends
that not all will “look with their eyes” or “understand with their hearts”
(John 12:40 NRSV).

Authentication of Human Identity: Computer Trust
Systems

Turning now to the authentication of human identity, computer science is
a mathematical discipline which has engineered many of the technologies
of human authentication in widespread use today. It treats authentication
as an aspect of computer security, a subfield concerned with the protection
of IT resources from dangers and risks. A “resource” may be a system, the
information it holds, the infrastructure it is built on, or the network that
hosts it (Bishop 2003b). Protection is required from any potential or actual
“violation of security” by which an agent could access, alter, or destroy a
resource (Bishop 2003a, 6). Within the human sphere, authentication is
thus first and foremostly a crucial security measure whose aim is to “ensure
that entities are correctly identified” (Bishop 2003a, 311).

While computer-based authentication systems are complex and numer-
ous, the basic principles that guide them are easy to grasp and have not
changed much throughout history. The requirement to correctly identify
people is age-old and stems from the perennial need to ensure that only
allowed persons are granted access to high-value resources while those dis-
allowed are kept out. People have always had to authenticate to others
before being granted access to restricted areas, valuable items, or impor-
tant people. For Samantha to enter the King’s court, for example, it is not
enough that she self-identify to the guard at the gate. She must also pro-
vide evidence that she is in fact the person she claims to be, perhaps by
showing an identity document along with the official letter of summons
she was sent. If the guard, on checking the evidence against the register
of expected visitors, is satisfied that Samantha’s identity claim is authentic
then entry may be granted.
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The purpose of human authentication—whether computerized or oc-
curring as a physical, person-to-person interaction as in the example
above—is simply to verify whether a person is who they say they are.
Authentication methods aim to identify an unknown person who presents
themselves for the first time, or reidentify someone already known. And it
is not only persons who must authenticate; in the modern era devices such
as computers and mobile phones are also required to confirm their iden-
tity to gain access to networks and online services and applications. The
methods by which authentication happens each have differing levels of
rigor and correspondingly different risk profiles. For instance, conducting
an identity check via an informal person-to-person chat is an obviously
more risk-laden method than computer authentication with its systems
and formalized procedures. Yet despite their varying strengths and weak-
nesses, human authentication methods all exist upon a single continuum
in virtue of a common feature, namely, their claims-based character. Hu-
man authentication methods cannot ontologically certify that Samantha
really and truly is Samantha; they can only ever judge whether the visitor’s
claim to be Samantha is valid.

To perform its work, the practice of human authentication typically
involves a set of agents and elements which work together as a system to
judge whether an identity claim is correct. Such systems are termed trust
systems because together their elements are directed toward establishing
whether an identity declaration ought to be trusted. According to security
expert Smith, computerized trust systems historically comprise these basic
elements (Smith 2002, 3):

(1) An identity claim: a person who states an identity in order to access a
resource

(2) Supporting evidence: a distinguishing characteristic, unique to a per-
son, that can count as independent evidence of their stated identity

(3) A judgment: an objective means (a mechanism) for determining
whether the evidence supplied is associated with the stated identity.

A key requirement of such trust systems is the availability of supporting
evidence. Indeed, to minimize the potential for doubt and deception, au-
thentication systems do not accept as valid a stand-alone identity claim.
They will ask for corroborating evidence which will be checked to see if it
validates the identity claimed.

Although views on what is considered acceptable evidence have varied
markedly over the centuries, the guiding principle has remained the same:
the submitted evidence ought to represent a distinguishing and poten-
tially private characteristic that is unique to the requesting agent. Types of
evidence have included worn insignia, secret phrases, official certificates,
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identity documents, spoken passwords, and branded skin. In the digital
age, experts in computer security agree upon three primary classes of
unique characteristics which are admissible as evidence (Gollmann 2011,
59–62). Termed authentication factors, these are:

(1) Factor 1: Something you know—such as a password or a bank PIN
number

(2) Factor 2: Something you have—a physical object, for instance, a smart
card that provides access to your office

(3) Factor 3: Something you are—biometric information such as finger-
prints and gait.

Computer authentication systems may request one or more of these
factors from an agent, and these factors must be used in conjunction if
the authentication request is to be successfully submitted. For instance,
banks deploy multifactor authentication solutions in ATMs. To make a
cash withdrawal, an agent must supply a bank card (something you have)
and a PIN (something you know). The more factors required, the more
secure the authentication process is considered to be.

The following subsections provide examples of three commonplace au-
thentication trust systems. I explain how each technology operates as a
trust system by analyzing the interplay of trust, identity, and evidence in
each case.

Username and Password

Computer passwords may be likened to the basic security offered by a
combination padlock on a gym locker. The padlock can only be un-
locked by the person who knows the secret code. Passwords became pop-
ular in IT with the invention of computer “time-sharing systems” in the
1960s. These were computers capable of letting multiple users interact
with them concurrently. While each user could access their files on the
server with a username—a short public code by which an agent asserts
their identity to a system—the system architects at MIT created the Com-
patible Time-Sharing System which was the first to implement a mecha-
nized “lock” which ensured “a degree of privacy and separation between
different people’s work” (Smith 2002, 10). Along with their username,
time-sharing system users were required to enter a “private code” or pass-
word to login. The fundamentals of this early password mechanism are as
follows:

The computer asks the person to type in a user name and password. The
computer searches the system’s password file for an entry matching the user
name. If the password in that entry matches the password just typed, then
the login succeeds. (Smith 2002, 10–11)
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This basic mechanism has evolved in sophistication over time to combat
the many types of attacks that are designed to steal passwords and use them
to gain unauthorized access to resources. To prevent “shoulder surfing,” for
instance, modern computers will not display the real password being typed
but instead show each character as a star (“*”), thus ensuring the password
cannot be read off screen by someone peering over a person’s shoulder.

Computer authentication also uses hashing to protect the storage of user
credentials. While access to the password file was typically restricted, its
contents were initially stored in plain text, making the file easily readable
by any intruder who could lay hold of it. Rather than transmitting and
storing passwords in plain text, computer systems nowadays use a mathe-
matical hash function to convert the password into a long series of letters
and numbers (a “digest”). Hashes act as “one way locks” because intrud-
ers cannot easily reverse their operation to retrieve the original plain text
password (Gollmann 2011, 56).

As an authentication method, username and password represents a sim-
ple computerized trust system. An identity is claimed by the agent in as-
serting a username; the evidence to support that claim is the password. The
system trusts the identity claim only if the password entered corresponds
to the hashed password it holds on file for that user. Yet this trust relation-
ship is easy to compromise. Passwords can be stolen if the password file
is stored in plain text or if humans choose passwords which can be easily
guessed. The use of mathematical encryption algorithms (such as hashing)
to protect password files is now commonplace, but with enough time an
attacker may still decrypt a hashed password (Grove 2000, 339).

Biometric Self-Authentication

Security experts have long lamented that a drawback of simpler authen-
tication methods is the need for the human agent to provide evidence in
the form of something they know or have. This evidence is a weak link—
anybody could login “as you” if they know your password. Enter biometric
authentication. On the premise that it is harder to steal or forge something
you are, “biometrics” aims to enhance security and access control by get-
ting a human agent to self-authenticate using a unique personal physiolog-
ical or behavioral characteristic of themselves, whether face, voice, iris, or
fingerprint (Wayman 2005, 1–5). To cite a stock example, San Francisco
International Airport uses biometric self-authentication: hand geometry
readers control employee access to secure areas. It works by having agents
enroll onto the system by providing an initial sample of the required phys-
iological characteristic. Future samples submitted to the system will be
verified against the stored template for that person.

This use of body biometrics represents a relatively simple trust system.
The agent’s identity claim, and the corroborating evidence, is submitted
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to the system as one item, namely, a sample of the requested physiolog-
ical trait. The system will trust the submitted sample only if it matches
the system-held template for that person. Although considered more
convenient and secure than traditional authentication methods, body
biometrics cannot eliminate the potential for doubt and deception: physi-
ological information is open to forgery; personal traits such as fingerprints
and voice can be copied and reproduced by attackers (Smith 2002, 195–
96). Moreover, while stolen passwords can be reset, physical traits such as
fingerprints, once compromised, cannot be amended or updated. To miti-
gate against this risk, biometrics are often used in combination with other
factors of authentication.

Public Key Infrastructure

PKI is the most complex authentication trust system reviewed here. PKI
is often used by IT departments in large organizations to ensure that elec-
tronic interactions—such as the sending and receiving of email—can take
place securely, privately, and at scale between verified computers and users
(Adams and Lloyd 2011, 195). PKI attempts to overcome the confiden-
tiality and security loopholes inherent in simpler authentication systems
by automating the verification process. It achieves this by implementing
a combination of objects and relationships including “public key pairs,”
“digital certificates,” “certificate authorities,” “ciphers,” and other tech-
nologies. These work together in the background, normally without any
human intervention, to establish trusted identity between devices and user
accounts.

Consider this example. Alice and Bob work for Corporation X and want
to send each other confidential emails. PKI facilitates this by providing
each of their computers with a mathematically linked “key pair”—one
“public” one “private” (Adams and Lloyd 2011, 12). With this technology,
Bob’s computer will encrypt his email message to Alice using Alice’s public
key in the safe knowledge that it can only be decrypted by Alice’s computer
using her private key. So long as Alice’s private key is not stolen, Bob’s
communications to her are secure.

But how can Bob be sure that Alice’s public key is really Alice’s, and
not an imposter’s? The job of digital certificates is to verify the identity
of the public key holder (Adams and Lloyd 2011, 69). Each certificate
specifies a public key along with the identity it is associated with. This
information can be trusted assuming the certificate itself has been issued
by a trusted source, a recognized certificate authority. We can trust what
the certificate says about its issuer by referencing its “digital signature”—a
hash that can be checked to confirm that the certificate’s information has
not been tampered with.
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Case Study: DSA and Computer Authentication Trust
Systems

Previous sections examined how computer science and theology each ap-
proach the problem of authenticating identity. Readers will hopefully have
gleaned not only how authentication is a topic of importance to both
disciplines, but also something of the very different assumptions, under-
standings, and methods each brings to the verification of identity. De-
spite these differences, the following discussion illustrates how theologians
can use the resources of computer science to better explore and explicate
the idea of divine self-authentication. Indeed, what does the divine act
of self-authentication look like? What role does God give to evidence in
this act? And why, despite DSA, does the threat of doubt and deception
about divine identity persist? The following three subsections showcase the
contribution computer science makes to our understanding of the nature,
evidence, and efficacy of DSA.

Modeling the Nature of DSA with Computer Trust Systems

Theological reticence regarding the nature of DSA has its roots in the clas-
sic view, advanced by Calvin and Barth among others, that although an
anchor of the Christian life, the redemptive work of the Holy Spirit is
secret and incomprehensible; it is a miracle and mystery that defies hu-
man attempts at explication (Barth 1956, 648–49; Calvin 1960, 462). Yet
one problem with this classic standpoint is its distinctly uneven approach
to setting the limits of legitimate theological description. Within the Re-
formed tradition, lengthy volumes are dedicated to exploring the inner life
of the Trinity, so it is curious that the human-facing epistemological work
of the Holy Spirit is ruled off-limits as something about which compara-
tively little can be said. Challenging that reticence, this section considers
the novel contribution computer science makes to our understanding of
the multiform nature of God’s act of self-authentication.

We begin by noting that while existing studies of DSA have increased
contemporary theological interest in DSA, none of them attempts to de-
scribe what is happening operationally on the divine-side when God exe-
cutes this act. So how might theologians best represent and account for the
multitude of ways and forms by which God is said to verify his identity
to humans? The proposal here is that computer-based trust systems offer a
high-level schematic for elucidating the complex, rational, and multiform
nature of DSA. This is to suggest that trust systems function as a “disclo-
sure model” for DSA (Kallenberg 2015). Such models are valuable because
they allow researchers to analogically represent or make intelligible some-
thing which would otherwise lie beyond description and imagination, in
this case, the variegated structural patterns of DSA.
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We might unfold this point by noting that in our earlier study of com-
puter authentication systems, we saw that while a user may subjectively
experience authentication as a single act of logging on to a computer
using a username and password, the reality behind the scenes is much
more complex. The target system will attempt to verify an agent’s identity
using an underlying technical infrastructure that is responsible for
processing authentication requests. These infrastructures are systems
which check evidence to see if it corroborates the identity declared by the
username. Such trust systems are capable of incredible complexity. Con-
sider again PKI: an identity is claimed via the public key, which is associ-
ated with a user account or a machine; the evidence is the digital certifi-
cate, which if intact verifies the identity of the public key owner; and trust
is established by way of cross-validation checks between keys, devices, cer-
tificates, and the certificate authority. There are clearly several interrelating
and interacting objects and relationships which must all work dynamically
together to judge an authentication request when it is received.

In epistemological readings of the Bible, by comparison, acts of DSA are
presented as events which take many different forms. However, we might
say that underlying these events is a “trust system” of sorts, too—an expan-
sive ontological infrastructure consisting of a selected set of dynamically
interacting spiritual and creaturely objects which cooperate upon divine
command to authenticate God’s identity in a chosen way to a target audi-
ence. If epistemological readings of the Bible are accurate, a single instance
of DSA seemingly requires for its execution clusters of objects, which are
formed into human-perceptible events such as miracles. The objects used
in DSA vary, and have included human cognition; a particular space-time
setting; animals and elements of the natural world; church teaching and
practice; prophetic and apostolic witness; conscience; the testimony and
insight of family, friends, enemies, and strangers; dreams and imagination;
personal suffering or success—and a whole host of other environmental,
personal, and spiritual variables. What happens in DSA is that God har-
nesses objects from various ontological domains, singularly or in combi-
nation, to accomplish the goal of establishing human assurance about his
identity and intentions.

God’s use of varying combinations of objects means that the act of di-
vine self-authentication does not have a singular pattern of execution. If
Biblical accounts of DSA are an accurate guide, then God authenticates
himself in different ways to different people at different times. Thus, there
are myriad authentication patterns the act could potentially implement,
each with a bespoke arrangement of objects and a unique divine identifier.

An arising question is what determines God’s choice of one structural
pattern over another? To answer that, we might note that variegated struc-
tural patterns in computer trust systems are not random but preplanned
choices. They allow the authentication workflow to be flexibly altered
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depending on who is being authenticated, where authentication is taking
place, and for what purpose. Consider how the workflow changes when
setting up a payment in your banking app: there is one authentication
step if the payee is known, two if they are not, and three if the setup is
being done on a public computer. The suggestion here is that variegations
in the structural patterns of DSA are similarly deliberate rather than capri-
cious or random: God modifies the authentication workflow depending on
the context and purpose of his act of self-authentication. In other words,
God’s object selection logic takes into account target-side factors. The act
of DSA—including its message and mode of delivery—is deliberately tai-
lored to fit the recipient’s life situation and epistemic needs.

While further work is needed to understand the possible and legitimate
extent of the trust system model’s applicability to this aspect of divine ac-
tion, an important qualification ought to be made now. While computer
trust systems are often automated, programmed, and impersonal, DSA is
a free act of God which is both personal and transformative. The Biblical
witness suggests that the act in which God confirms himself to believers is
not automatically triggered or executed, nor the outworking of an imper-
sonal system process. It is an act in which God the Holy Spirit is said to be
fully and personally present to the recipient in and through the dynamic
constellation of cross-domain objects God has chosen to bear witness to
himself. It is a personal act of communication. We might therefore say that
DSA is like a computer authentication trust system in as much as both are
purposive, coordinated, multiobject and multiform acts.

Forms and Functions of Evidence in DSA

If accepted as valid, the trust system model is capable of analogically repre-
senting key aspects of the nature of DSA, such as its variegated structural
patterns. But can this model be extended to account for the evidence God
supplies to humans in acts of DSA? Do computer authentication trust sys-
tems, in which evidence has a distinct range of types and roles, shed any
light on the forms and functions of evidence in DSA? Or are their accounts
of evidence so dissimilar that here, at this point, we are forced to concede
that the analogy between them breaks down?

In our earlier analysis of computer trust systems, we saw that evidence
is always required to verify an identity claim, and that such evidence is
broadly defined as a distinguishing and potentially private characteristic
that is unique to the requesting agent. Such evidence functions as a unique
identifier or “truth indicator,” signaling to the computer system whether
the submitted identity claim should be regarded as valid and correct. The
types and quantity of such evidence varies depending on multiple criteria
such as the importance assigned to the target system it guards access to.
In addition, we noted that there are three classes of evidence a system may
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request: something you know (a password or PIN), have (an entry card or
bank card), or are (a physical or behaviural characteristic). The sorts of ev-
idence requested by a computer system is thus finite and well-understood.
Indeed, the list of valid and acceptable evidence types is planned and pre-
programmed by system architects and software developers, who will also
implement standards and protocols to ensure that evidence is requested,
collected, processed, and stored in an appropriate manner.

There also appears to be a well-defined, if contested, range of evidence
types which support the religious belief that God is who says he is: “ar-
guments,” “religious experience” of assurance, “testimony,” and “personal
transformation” are variously cited by believers as evidence that entitles
their belief that God is known and can be trusted (Smith 2014). Regard-
less of the evidentialist critique that arguments and testimony are inher-
ently weak types of epistemic justification, a problem with these standard
evidence types is that they are manufactured by humans externally to the
act of DSA. Given that DSA has been described throughout this study
as an act within which God deploys evidence to confirm his identity, it
is suggested that the truth indicator must somehow be intrinsic to the
Holy Spirit’s work of self-witness. But which specific aspect of that work
authenticates the truth of divine identity to humans?

Here several possibilities emerge. One, which we shall discuss in the
next section, is that God’s identity is such that it always and irresistibly
authenticates all divine action as being from God. In that rendering, the
truth indicator is God’s being in se and pro nobis. A second and related
contention is suggested by PKI: just as authentication occurs when linked
key pairs are used to send/encrypt and receive/decrypt messages, so the
authentication of God’s identity occurs in the “match” or “proper fit” that
the Holy Spirit effects between divine speaking and human hearing, be-
tween God’s message of grace and the recipient’s awareness of their need
for grace.

Another place to look for a truth indicator of divine identity is in the
creaturely evidence God himself marshals in support of his own identity
claims. As we have seen, specific acts of DSA are divinely initiated events
consisting of unique clusters of objects which are so arranged by the Holy
Spirit to display and confirm the truth of some aspect of God’s identity
and character to the human knower. Questions native to this second line of
enquiry include: is there a typical range of objects God uses to display and
confirm his identity? And are there any discernible patterns to evidence
formation that might allow researchers to better discern, understand, and
potentially even predict acts of DSA?

In telling of God’s acts, the Bible appears to offer a promising start-
ing point for that analysis. Yet the Bible itself also cautions that there are
insurmountable barriers to producing a complete catalog of which ob-
jects count as evidence. The Psalmist’s proclamation that “the firmament
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proclaims [God’s] handiwork” (Psalm 19:1 NRSV) lends credence to the
idea that any or all creaturely objects may in fact be utilized by God
to communicate and confirm his identity. This brings an almost infinite
range of objects into play, with no evident limit set on viability, and nor
then on the patterns of evidence-cluster formation at God’s disposal. This
leaves researchers with no accurate baseline from which to benchmark
which object-clusters are used in which authentication scenarios.

A second barrier to finalizing what counts as evidence of divine identity
relates to the idea discussed in the previous section that God intention-
ally varies the selection of objects according to (1) the specific message
of assurance to be conveyed and (2) the recipient’s life situation and epis-
temic needs. If the evidence deployed in each act of DSA is so personalized
as to neatly fit its target, then common agreement about what counts as
evidence of divine assurance in any given case may not be possible. The
target may cite evidence to justify their belief, but the bespoke nature of
that evidence (and of its mode of delivery) may make it unverifiable or
unacceptable to independent onlookers.

The ambiguity surrounding the range and admissibility of evidence
types in DSA stands in clear contrast to the strict and well-defined ap-
proach to evidence within computer authentication systems. But far from
only serving up points of dissimilarity, however, computer science also
casts fresh light upon a similarity in the evidence used in both DSA and
computer authentication, namely, the importance of its temporary and
single-use character.

To offset human weakness, authentication evidence has become increas-
ingly time limited and single use. Login passwords and the digital certifi-
cates used in PKI may have an expiry date after which a new one must
be created. An online banking pass code only works if used within a short
timeframe and cannot be reused in subsequent authentication requests.
Similarly, some of the evidence God deploys in acts of DSA may also be
temporary and/or single use. The Bible is replete with examples of tem-
porary evidence: the burning bush does not burn away endlessly; Jesus’
storm-calming does not permanently alter the weather above lake Galilee.
Moreover, these and other miracles through which God confirms himself
to the Israelites are also single use in as much as their structural pattern,
that is, the arrangement of creaturely objects through which God miracu-
lously self-manifests, is often never repeated.

From the standpoint of Reformed doctrine, the idea that God uses
creaturely objects in a singular and temporary fashion to bear evidential
witness to himself is not entirely new. Indeed, in his theological episte-
mology of the Church Dogmatics, Barth acknowledges these properties of
divine action and sheds valuable light on their intended purpose. He ad-
vances the concept of a “dialectic of veiling and unveiling” according to
which God is able to “commandeer” creaturely objects to reveal himself
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in such a way that does not annul his hiddenness (Barth 1957, 199). In
Barth’s view, creaturely objects do indeed bear witness to God, but the
manner of their commandeering is temporary and singular. Their witness-
ing role is temporary in as much as it is only activated and deactivated
upon divine command, and may also be singular if deemed nonrepeatable
and nonreplicable—a status Barth uniquely assigns to the singularity of
Christ’s incarnation, life, death, and resurrection.

Yet Barth does not pitch his affirmation of the temporary and single
use character of witnessing objects as a human theory about divine action.
He regards them as features intrinsic to God’s self-revelation toward hu-
mans. These two properties testify to God’s absolute freedom in relation
to the human knower. They render divine action a finite, bounded event
in human space and time—one with a trigger, form, and duration solely
controlled by God. The object clusters used by God in events of DSA
thus never become fixed data points under human control but are always
provisioned and withdrawn from service by God’s own command.

It is worth pointing out that theological systems which do not oper-
ate with an event-based conception of divine self-revelation may allow for
other DSA evidence types that Barth would likely reject, such as those
offered by “natural theology”—an approach to theology which advocates
that embedded within creation are fixed touchpoints for divine revelation
that are open to discovery and analysis by human cognition. The list of po-
tential touchpoints varies across and within Christian traditions but typi-
cally includes the natural world, aspects of human reason and experience,
and even the life of the saints (Harrison 2017). For Barth, however, the
idea that genuine knowledge of God can be readily accessed and authen-
ticated by humans independently of God’s own act of self-revelation is a
nonstarter. His counterproposal is that the only “point of contact” between
God and humanity by which genuine knowledge of God is produced and
posited is the divinely instigated “analogy of faith”—an event in which
the Holy Spirit, working in tandem with the Bible, miraculously bridges
human hearing and divine speaking such that despite their dissimilarity
humans become able to hear God’s Word of grace to them (Barth 1936,
236).

DSA and the Continuing Problem of Deception

Far from resulting in human trust and confidence in God, epistemolog-
ical readings of the Bible indicate that acts of DSA are often prone to
failure: people are not in every case convinced by God’s work of self-
authentication; DSA has not been experienced by all Christians; and more-
over, the Bible points to the existence of a continued threat to human
assurance about God’s identity in the form of malevolent agents. While
the ongoing threat of deception about God’s identity may never be fully
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eliminated, is there anything to be learned from computer authentication
systems about how to better manage this risk?

Computer science takes a pincer approach to the threat of doubt and
deception: it (1) establishes ways of officially certifying trusted sources and
(2) implements practical measures to prevent imposters from successfully
authenticating. As regards (1), we saw how PKI establishes trusted source
using a combination of digital certificates and key pairs. The certificate
can be trusted if its hashed digital signature has not been tampered with.
Regarding (2), measures are implemented to detect and patch the technical
vulnerabilities an attacker could exploit to gain unauthorized access to a
system. As we saw, examples of attack vectors are holding a password file
in plain text or issuing only a single mathematical key for encrypting and
decrypting emails.

Could theology adopt a similar pincer-style approach to the problem of
doubt and deception? The following two subsections offer a reflection on
that possibility.

Certifying Trusted Divine Source. The problem of trusted source is ever-
present in the human domain: computer-based authentication will be suc-
cessful if the evidence supports the identity claim, but such systems cannot
judge whether the source of the claim is in fact genuine. Indeed, the person
or device asserting an identity is not necessarily who they claim to be—it
is possible for an imposter to authenticate if they have what the system is
looking for. With regards to divine identity, the main Church traditions
have long certified the Bible as a trusted primary source of the knowledge
of God. Yet here emerges the same problem that blights human authen-
tication: on what grounds can and should a believer trust that the divine
claims revealed in Scripture are made by the God of Abraham, Isaac, and
Jacob, and not by a daemon?2 And by extension, what guarantee is there
that acts of DSA have not been intercepted and tampered with by malev-
olent spiritual forces?

The Reformed tradition proposes a doctrinal answer to the question of
trusted divine source—one that is located deep within actualistic accounts
of divine identity. A contention of Barth’s is that Christians can trust that
God is who he reveals himself to be in the Bible because divine revelation
is self-certifying, since according to the Bible God is “not another than
He is in His works” (Barth 1957, 260). Divine revelation produces true
and trustworthy knowledge for humans precisely because it is God’s “self-
revelation” (van der Kooi 2005, 438). By this statement, Barth means that
God’s revelation of himself is genuine on its own because of the unique
shape of God’s identity: unlike human identity, divine identity has a form
that is intrinsically self-authenticating.

To elaborate, human identity comprises three distinct elements which
are all capable of being detached from each other: “person,” “action,” and
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“speech” (Torrance 1971, 141). It is the divided or modular nature of hu-
man identity, Torrance asserts, that prevents human acts and speech from
being truly self-authenticating, primarily because it entails that they are
not always and indubitably related to the person who performed and ut-
tered them—even a person’s physical presence to another is not enough to
truly guarantee they are who they say they are. To be sure, one person can
impersonate another; the acts and speech of one person can be transposed
or attributed to another; and unique identifying traits of a person can be
stolen, reproduced, and fraudulently used by another.3 Thus pictured by
Torrance, human identity possesses an in-built security vulnerability that
begets the need for systems of authentication: unable to ontologically cer-
tify the truth of their identity, humans are left to find means of judging
how and whether to trust each other’s identity claims.

In sharp contrast, divine acts are inherently self-authenticating be-
cause God’s identity is undivided: there is no cleft between God’s per-
son, speech, and acts. Indeed, God’s acts and speech always “coincide
in the unity and power of his person” (Torrance 1971, 141). For Tor-
rance as for Barth, this unity of identity is predicated on the idea that
God is a being-in-act, which is to say that God’s being and act are iden-
tical, existing in inseparable ontological and epistemological integration.
As there is no possibility of incongruence, division, or distance between
God’s being and God’s act, believers can trust that God really is the per-
son the Bible pictures him to be, namely, “the God who loves in freedom”
(Nimmo 2007, 7).

An upshot of the preceding analysis is that, unlike human authentica-
tion which involves judging an identity claim for its validity, DSA results
in true assurance about divine identity because in divine action the recipi-
ent is never presented with a mere verbal or written claim but is always
and indubitably confronted with the person behind the claim, namely,
God himself as revealed in Jesus Christ. DSA thus generates human as-
surance about God because it is a class of divine acts in which God the
Holy Spirit witnesses to the person and work of God the Son and speaks
this self-witness to the human recipient person-to-person, as it were, in the
undivided unity of God’s being-in-act.4

Some Practical Measures. As just described, it is the undivided nature of
God’s identity which conditions the possibility that divine action (includ-
ing specific acts of DSA through the Holy Spirit) is self-certifying, i.e.,
authenticates itself as coming from a trustworthy divine source. Yet this
claim appears to suffer serious challenge when tested for ecological valid-
ity, that is, when tested for its validity and applicability in real-world set-
tings. How valid is the doctrinal contention that specific divine acts (Type
1 DSA) or divine action more generally (Type 2 DSA) are always and
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everywhere self-authenticating when evaluated in the real-world contexts
in which God puts it to work?

When so tested, the prognosis for DSA is not unassailably positive. For
as we saw in an earlier section, acts of DSA are not in fact always and every-
where convincing. Acts of divine self-authentication are often seen to fail,
are not experienced by all believers, and despite them the risk of doubt and
deception about God’s identity continues to persist among God’s people.
It is quite clear that to establish trusted divine source, identity certifica-
tion initiatives at doctrinal level—such as that described in the previous
section—need paired with practical measures that will somehow support
humans in the real-world challenge of perceiving and recognizing genuine
divine activity.

One such practical measure is illuminated with reference to a recent ad-
vance in biometric authentication technologies. There is a growing trend
toward building wise biometric systems. Such systems train themselves to
recognize genuine user access requests. So-called “continuous authentica-
tion” systems use artificial intelligence to monitor and learn about a user’s
activity. They attempt to develop a more holistic and continuous view of
user behavior on which to make more reliable authentication decisions
(Dasgupta et al. 2017, ch.5). Consider a purchase made abroad with the
banking app on your phone. Alongside evaluating the veracity of the phys-
iological trait used to log into the app, the bank’s authentication system
will factor in behavioral characteristics to reduce the risk of fraud. These
might include a user’s location, the time of purchase, credit card usage
patterns, and even pin and password typing style. Self-training authenti-
cation systems like these constitute complex trust systems that aggregate
multiform evidence, gathered across an ever-broadening time slice, into
optimized authentication judgments.

In a similar vein, albeit in the realm of analytic theology, it has been
argued that continuous training or learning about God may likewise im-
prove a religious knower’s capacity to detect and differentiate genuine di-
vine activity from the activity of imposters. Referencing Coakley’s work on
the “spiritual senses” tradition, a recent study by McGuigan and Kallen-
berg makes the point that habituated bodily practices such as meditation
and contemplation may train, and thereby optimize, the perception of a
religious knower to “better” (i.e., more accurately or “truthfully”) perceive
God’s presence and activity (Kallenberg and McGuigan 2017). It is rea-
sonable to infer that this training could in their view, under the right con-
ditions, also result in wiser authentication judgments. If, as they suggest,
perceptual optimization does increase through habituated mystical prac-
tices, then one would expect to see a corresponding rise in detection rates
for nongenuine and genuine divine activity alike.

If training of this sort is the first practical measure a religious knower
might take to support their perception of genuine divine activity, a second
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relates to the choice of context in which they come to make authentica-
tion judgments, i.e. decide whether perceived divine activity is genuine or
not. In contrast to the individualism that often marks accounts of religious
knowing, Coakley draws attention to the valuable role “religious commu-
nities” play in nurturing the practice of perceiving God (Coakley 2009).
Apart from the medieval spiritual sense communities Coakley has in mind,
we may observe that churches down through the ages have provided a
space within which collaborative learning about God takes place at depth
and scale, and in which a variety of practices and forms of knowledge—
beyond the mystical and noncognitive—are warranted and welcomed for
use in the knowing of God. Churches of all traditions offer a broad range
of established “ecclesial practices” that can be harnessed singly or in com-
bination by community members to better judge the presence of genuine
divine activity. Practices include the public reading of Scripture, prayer,
Eucharist, homilies, pastoral care, outreach, and acts of service and mercy.

In Coakley’s view, however, ecclesial practices have a critical role to play
in the authentication of divine identity beyond the mere training of a reli-
gious knower’s perception. Ecclesial practices provide a valuable commu-
nal means of adjusting for, and safeguarding against, errors in the practice
of perceiving God. They offer a “vital bulwark against error” (Coakley
2009, 305). A network of trusted people and practices has the potential to
facilitate rigorous epistemic testing of a person’s authentication judgments
about divine identity.

Conclusion

The foregoing analysis illustrates how the contributions of computer sci-
ence on authentication can deepen theological reflection upon the nature,
evidence, and efficacy of DSA. Computer authentication trust systems of-
fer a means of analogically representing and accounting for the variegated
structural patterns of this highly dynamic divine act. Computer science
also provides a useful foil for theological reflection upon what counts as
evidence of divine identity and draws attention to the importance of its
temporary and single-use character. The acknowledgment that acts of DSA
are, by divine design, not wholly efficacious also led us to review how the
continuing risk of deception about God’s identity might be offset using
strategies and practical measures informed by computer science.

Dialogue between theology and computer science is at a very early stage,
and so it is hoped that these findings will inspire further collaboration.
There are several ways in which the current study of authentication could
be jointly extended.

One arising question is whether there is a computer authentication
trust system which more accurately models DSA activity. The three trust
systems examined here were chosen because they are commonplace and



106 Zygon

comprehensible to the nonspecialist reader, but other more technically
complex options do exist. For instance, it may be instructive to review
Security Assertion Markup Language (SAML) which is a standard govern-
ing the secure exchange of authentication data between web-based appli-
cations.

Another future line of research might examine whether the trust sys-
tem model could be extended to account for how God ensures messages
of confirmation are received by the target audience without interception
and interference by malevolent spiritual or human agents. The issue of
how divine communications are secured and made secret could be prof-
itably explored with the support of cryptography—the science of “making
information unreadable by unauthorized persons” (Grove 2000, 339).

A third line of enquiry could develop the “human-side” analysis of DSA,
a topic which fell outside the scope of this article. A strand of that work
would connect analysis of the evidence types used by God in DSA to the
ongoing debate within the epistemology of theology about the justificatory
role of evidence. What impact does the temporary and single-use charac-
ter of DSA evidence have on the subordinate role Reformed theologians
traditionally assign to evidence vis-à-vis faith as that which warrants a be-
liever’s trust in God? Do these two features lend support to a moderate
evidentialist account of religious belief such as that outlined by Martin
Smith (Smith 2014)?

In finishing, there are several noteworthy challenges inherent in the use
of computer system analogies to represent divine action. The first of these
was mentioned earlier and concerns how to let such analogies illuminate
a dimension of divine action without raising the twin specter of imper-
sonalism and involuntarism. For if applied too rigidly and extensively, the
systems motif will invariably eclipse the personal, dynamic, free, and lov-
ing nature of God’s action toward humans.

A second challenge in presenting a schema to account for some aspect
of divine action is that it draws attention to how God communicates at
the expense of what he communcates—a move that is sure to ignite old
epistemological anxieties within Reformed theology. Although a premise
of this article is that the how of the Holy Spirit’s work of assurance can
be fruitfully elucidated using modern conceptualities, the very legality of
such an approach is open to dispute, especially if the limits of theological
description are set such that the Spirit’s work is deemed an indescribable,
inexplicable mystery of grace.

A final, if more general, anxiety centers upon how to test human im-
ages of divine action—including the one presented here—for their validity.
Proponents of a critically realistic theological epistemology, such as Barth
and Torrance, would contend that human images of the how are invalid
when used as the primary entry point into an analysis of the nature of di-
vine action. To be valid, human images must be shown to have received
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their foundation and form from within the concrete message (the what)
of God’s self-communication. The truth and accuracy of human images is
therefore judged by whether—as limited human attempts to conceptualize
the divine—they arise as responses which obediently “think after” [nach-
denken] God’s self-revelation in Jesus Christ as perceived by the human
knower through the interplay of Spirit and Word (Barth 1936, 25).

Notes

1. For instance, in modern Catholic theology, von Balthasar proposes that the trustworthi-
ness of divine revelation is rooted in the self-authenticating “glory” of God. Revelation manifests
the “glorious majesty” of divine love, which when experienced “leaves one no choice but to re-
spond in the mode of pure, blind obedience.” von Balthasar (2004). Love Alone Is Credible. San
Francisco, CA, Ignatius Press.

2. For a philosophical take on why it might be impossible to authenticate divine revela-
tion, see “Authenticity of Divine Revelation,” at https://rationalwiki.org/wiki/Authenticity_of_
divine_revelation.

3. It is precisely in view of this very security vulnerability that well-implemented computer
authentication systems do not simply accept a stand-alone identity claim but will mandate the
submission of corroborating evidence.

4. A consequent point of contrast is the differing strength given to “personal commu-
nication” in divine and human authentication strategies. DSA is a personal (and “person-to-
person”) communication that is, if Torrance and Barth are correct, fully self-authenticating.
By contrast, physical person-to-person interactions between humans are not by themselves self-
authenticating, with security experts considering them a weaker and more precarious form of
claims-based authentication than the methods offered by computer authentication systems.
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